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NBFTools Gold Datasheet 

 

Base OS: Ubuntu 22.04.3 LTS 
Desktop Environment: GNOME  
 
List of Forensic Tools 
 

1) Imaging Tools  

• DD 

• DC3DD  

• EWF Tools 

 

 
2) Filesystem Analysis Tools 

• The Sleuthkit 

• APFS Fuse 

• HFS+ FUSE 

• ExFAT FUSE 

 
3) Metadata Analysis Tools 

• Exif Tool 

 
4) Encryption Tools  

• Bitlocker Tools 

• File vault tools  

• Hashcat 

• John the ripper 

 
5) Data Craving tools  

• Bulkextractor  

• Foremost 

• Scalpel 

 
6) Binary Data Analysis Tools  

• Hexdump 

• Strings 

• Binwalk 
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